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Agenda

The journey of GDPR in Danish Cable TV (an affiliate
of TDC)

* Introduction
 The company

 GDPR organisation in affiliate and in
DanSk Ka bEl TV relation to the main company
Staerkere sammen e GDPRroles in DKTV
* Data Protection Manager
e SPOCs (Single Point of Contact)
* Mentors

e Ambassadors

* How to move a project into becoming a
permanent function in the company

* How we are building a data privacy culture in
the organisation

 What is effective awareness - Legislation and
real life - implementation




Briefly about Danish Cable TV Dansk Kabel TV

Staerkere sammen

A company in the company

Own HR department

Own IT Stack

Own Finance department

Own Management and Board of directors




Dansk Kabel TV

Staerkere sammen

The GDPR organisation in TDC

’GDPR Board ‘

¥

Data Protection Office — TDC Group

|
Data Protection Managers — Business Units l

¥

Data Protection Manager — Danish Cable TV



Dansk Kabel TV

Steerkere sammen

The GDPR organisation in Danish Cable TV

A transparent
organisation with
clear roles and
Data Protection Manager governance is
essential for
succeeding with
compliance of
SPOC'’s (Single Point of Contact) — area specific GDPR

Mentor (grandfathers) in functional business areas

(1) Sale/Marketing/Customer Service (2) Installation/Service (3) Staff functions such as Finance, HR, IT

'Ambassador Network




Dansk Kabel TV

Staerkere sammen

Data Ethics

* The respect for our customers and employees
data is fundamental in our company

* We aim at growing a culture where openess

around mistakes and problems leads to
iImprovement



How to move the GDPR project into becoming a | Dansk Kabel TV
permanent function in the company

Structures to

Identifyin
embed GDPR ying

. and
in the mitigating
organisation risks

Contact Data

Advise and :
person and Processing

.. assist
liaison Contracts

Education
and
awareness

Data
breaches

Resources

The Rights of

the Data . . and
inspections

Subject escalation

Internal




'Dansk Kabel TV

| Steerkere sammen

How are we building a data privacy
culture in the organisation

* Transparent organisation
* Governance and model for escalation

e Clear deliveries with involvement of stakeholders across the
organisation

* Ensuring that all employees goes through GDPR education

* Awareness, awareness, awareness



Building
stones in the
awareness
program

Ensure
organisations
involvement

The Ambassador
Network

DPM participation in th&
management meetings —
ensuring that
management is fully
updated on the maturity
level of GDPR in the
company

Dansk Kabel TV

Steerkere sammen

Involvement and
ownership of processes
thus ensuring that the

record of proccesing
activities is continuously
updated and
participation in carrying
out risk analysis

Roadshow — visiting the
individual departments
and employee groups
with targeted
communication on
GDPR




Dansk Kabel TV

Staerkere sammen

The GDPR Ambassador Network

* A network spread across all business sections and departments

 As a member of the GDPR Ambassador Network, the ambassador acts as
his/her local “Go-to partner” for the colleagues

 As a member of the GDPR Ambassador Network, the ambassador acts as
the Data Protection Management Team eyes, ears and the voice locally
for his/her colleagues and management

dialog dialng |

G +0 0 + o'g




The role of the GDPR Ambassador Dansk Kabel TV

Participate in our GDPR readiness as well as expertise, knowledge and attention to GDPR
locally in their department

Play a vital role in ensuring the adaption and the fit of GDPR in the daily routines
Participates in information activities with GDPR in mind

The local point of contact in GDPR related questions from their colleagues

Shares local GDPR learnings with the Ambassadors Network to ensure knowledge sharing
across the company

Participates in implementing GDPR on a local level




Dansk Kabel TV

Staerkere sammen

The education of the GDPR Ambassador

Deletion Data Processing Contracts

Monthly ambassador
meetings

The Rights of the Data Subject Other topic ex. Data Breach

 Monthly Ambassador meetings take outset in”real-life cases” which the ambassadors would like to
discuss — ensuring optimised learning

* Online Ambassador group established where Ambassadors can exchange knowledge in between
Ambassador meetings

* Establishment of a Case Catalogue — taking outset in the GDPR regulation and ties into day to day
examples experienced in the company — this is to ensure that GDPR becomes part of the daily routine

 The Ambassadors are supported by a mentor, a person with in-depth knowledge of the business as
well as the GDPR regulation

12



The way towards establishment of the
GDPR Ambassador Network

Dansk Kabel TV

Staerkere sammen

Working First outreach One to one
group to stakeholder Launch
etablished stakeholders communication February
October November December/January 2019
2018 2018 2019
- Concept - Presentation to upper - Presentation of final - Launch of the Ambassador Network
- Framework management and model for roles and - Introduction by the CEO — stating the
- Roles and responsibility department leads responsibility importance of the network and the
- Alignment of expectations - Obtaining feedback - Ambassadors for each impact for company i.e.
and implementing department apoointed - Ensure that we protect the

customers data
- Ensuring the employees ”lives”
GDPR
- Do our utmost to minimize risk to
avoid data breaches
- Introduction of the newly appointed
ambassadors, their roles and
responsibility in the organisation
- Introduction to their mentors

13



The Case Catalogue Dansk Kabel TV

» To ensure that we further capture internal learnings, [« £ 1B
a Case Catalogue has been established i1 B8

* A collection of practical day to day cases where
GDPR plays a role — taking outset in the GDPR
regulation and ties into day to day practical
examples of how to be compliant

e Each case contains the paragraph in question from
the regulation and how to implement to be

compliant

* Forinstances learnings of data breaches, when to have a data
processing contract in place etc.

14



Continuous improvement Dansk Kabel TV

* We are continuously working on improving the individual
employees skill in reporting potential data breaches

* As as part of the tele industry we only have 24 hours from the
data breach occur to reporting it to the Danish authority

* |t takes a dedicated task force trained in handling data

oreaches

* |t takes dedicated employees that provide all the necessary

information so that we are able to determine whether there

has been a data breach or not




The creation of avatars Dansk Kabel TV

Staerkere sammen

 GDPR is a discipline that needs to flow through the whole
organisation

* How do you ensure that you as GDPR responsible reach all
levels and disciplines of the company

* Building avatars of the employee groups of the company will

allow you to tailor your communication

* An example —in our company we have technicians who carries out on-site
repairs in case an association has problems with the broadband

* How do we best train to be able to be compliant and know what to do in
specific situations



. Dansk Kabel TV
Key take away learnings St s

* GDPR neeeds to be embedded in the organisational structure

* Transparent GDPR organisation so all employees know who to
contact

* Management needs to address the importance of data ethics in
the company

* Make sure to target GDPR communication to specfic groups of
employees, departments — understand their line of work

e Customize your GDPR communication and use day-to-day
examples to optimise the learning

* Plan your outreach, be visible

* AND KNOW - this is a continuous process



Qall(nsk Kabel TV

THANK YOU



